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Abstract. With the tremendous advances in hand-held computing and communication capabilities, rapid proliferation of mobile devices,
and decreasing device costs, we are seeing a growth in mobile e-business in various consumer and business markets. In this paper, we
present a novel architecture and framework for end-to-end mobile e-business applications (e.g., point of sales). The architecture takes into
consideration disconnection, application context, synchronization, transactions and failure recovery modes to provide mobile users with
seamless and transparent access to business transactions and business-context specific data. In our architecture, we consider a novel business
process design based on state-machines and event management to handle disconnection, resource limitations and failures. We designed,
implemented and deployed a system for mobile e-business on clients (e.g., PDAs and PocketPCs) integrated with private exchanges and sell-
side servers. The state-machine model with failure recovery mechanisms enables handling of one-to-many and many-to-one disconnections
in large mobile e-business environments. The e-business framework on mobile clients is implemented based on J2ME, Webservices, and
open XML standards. A detailed performance study of commerce transactions was done on different mobile client devices with diverse
computing, memory and storage capabilities. We compare the performance of a purchasing application and the middleware on various
devices such as PDAs and Laptops. We demonstrated that for small devices with limited capability the performance is reasonable. For
devices with more computing capability, the response time is excellent.

Keywords: mobile e-business, mobile disconnection, remote disconnection, failure recovery, seamless business transaction, mobile com-
merce

1. Introduction ing, order status and order notifications, warehouse manage-
ment and others.

With the emergence and rapid early deployment of Wi-Fi
networks and Blue-Tooth LANSs, a number of new and in-
genious possibilities of connecting wireless devices such as
PDAs, PocketPCs, wireless Laptops to the local enterprise
networks and the Internet have emerged. Businesses are re-
alizing the potential of such connectivity and capability to
enable a range of activities for their mobile employees. In
addition, many businesses (including cafes, airports) are be-
ginning to capitalize and deploy wireless networks to the
needy business traveler. In the following we present some
of the motivational factors for our research work to enable
e-business applications for business users.

With advances in computing and communication capabili-
ties of hand-held devices such as PDAs, Pocket PCs, wire-
less enabled Laptops and others, we are beginning to see an
emergence of a variety of applications in mobile e-business
(m-business). These mobile devices are becoming as power-
ful as laptops and desktop PCs, thereby attracting consumers
and businesses to use them in their daily business and recre-
ational activities. We consider that mobile e-business is a
major business opportunity in the coming years due to the
flexibility and cost-performance trade-offs. Currently vari-
ous groups and companies are experimenting with mobile ap-
plications in order to validate the possibility of using these
devices for all kinds of core business activities within an
Enterprise and across enterprises (in the supply and value
chains).

The market for mobile phones and hand-held devices is ex-
ploding given the low costs, increasing computational power
and ease of use. The current estimate of number of devices
sold is around 500 million [3], and growing to a billion in
the next couple of years. In contrast, the number of desktop
PCs has saturated to around 500 million [3,12]. Most mobile
users will at some point in the future have more than one mo-
bile device and will increasingly depend on these devices for
accessing the Internet and performing daily social and com-
merce activities. For businesses, the low costs and increased

1.1. Motivational factors

Reduction in costs. The key motivation in our view is one
of economics, playing a role in bringing low cost comput-
ing to the consumer whether a business or an individual, who
can easily access the internet through a mobile device. In-
ternet enabled mobile devices are gaining popularity as the
costs of subscription are getting lower, thus making a case
for businesses to invest in mobile applications where needed
[2,3,13].

Improved computing capabilities. Another motivating fac-

capacity provides a tremendous opportunity to exploit these
mobile devices for routine B2B [3,12,18] activities such as
purchasing, point of sales, technical services, inventory track-

tor has been the increasing computing power and storage
in these hand-held devices, making them almost as power-
ful as laptops and desktops. Most of the hand-held devices
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(such as PALM and PocketPC devices) offer sufficient of (16—
64 Mbytes) memory, large enough to support embedded op-
erating systems, small footprint databases, web-browsers, and
other applications. Some of the recent devices have comput-
ing capabilities between 200—400 MHz of processing capac-
ity, very close to where laptops were a few years back. In
addition, laptops are being wireless enabled in business en-
vironments, providing tremendous capabilities for client side
mobile e-business.

Ease of access to content and transactions. With the in-
creasing capabilities of the devices, many businesses are ex-
perimenting with supporting content and transaction based
applications, including email and others on mobile devices
in order to provide flexibility sales agents, technical service
representatives, retail point of sales agents and others. This
enables the mobile workforce to perform their business ac-
tivities efficiently without having to be tied to an office or
desk for accessing enterprise intranets. The “challenges” are
many for accessing content and performing transactions. In
a large Enterprise, many back-end systems need to be inte-
grated for business processes to run efficiently. For the same
business process to run on a mobile device, the device has to
connect to multiple back-end systems and transact with each
one of them. We term these interactions as one-to-many con-
nections, and the challenge is to consider disconnection with
one or more of these back-end systems.

Standards for programmability. There is a push by many
technology companies to deploy a programming base for
applications on mobile devices. The application program-
ming frameworks in devices that are gaining popularity are
the following: J2ME based programming environments on
Linux, WinCE and Palm OS environments. In addition, there
is tremendous push towards standards of programming and
APIs on the client devices to enable interoperability of ap-
plications. Interoperability is a key challenge for mobile
e-business on clients, and they have to interact with multi-
ple back-end business critical applications to run the business
process.

Demand for applications. With the increasing capacity and
low costs, the devices are ideally suited for business-to-
business applications such as purchasing, transportation ca-
pacity tracking, inventory management, point of sales, pro-
motions, order status information, notifications and others.
Businesses that have employees who are mobile most of time
as in the following industries: agriculture, transportation and
logistics, warehouse management and other are increasingly
demanding mobile devices that provide very specific business
function.

1.2. Contributions

In this paper we present our mechanisms and architecture for
enabling mobile e-business applications under disconnection,
resource failures and resource constraints. Our contributions
are as follows:
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e A novel business process design based on state-machine
models, which takes into consideration disconnection
modes, synchronization, failure events and resource con-
straints. With this design, business processes on a mobile
client are run even under system and network abnormali-
ties and failures. This provides the end-user the flexibility
to continue doing the commerce and business transactions
while being disconnected and still maintain the application
context when connected to the network.

e Why is this novel and new? Pioneering work was done
in Coda [14,15] for file-systems under disconnections
and unreliable networks. Our work is different in many
ways, it is focused on handling disconnection of busi-
ness processes based on the application context which
is dependent on application data, state of the user ap-
plication, and business logic associated with the busi-
ness process. Firstly, the work done in Coda [14,15]
has been in handling disconnection for file systems where
application specific business processes and semantics of
the execution of the business process are not considered.
Secondly, the state-machine model we propose in this pa-
per handle “one-to-many” disconnections, where one mo-
bile client can interact and handle disconnections with
one or more of them. This is in our view is critical for
mobile e-business applications where multiple back-end
systems are integrated for enterprise business processes.
Thirdly, we consider state-machines for every business
process (fine-grained model) running on the mobile de-
vice, and when disconnection occurs we maintain the re-
spective states of the business process so that we can re-
cover from that application state. These three reasons in
our view differentiate our work from Coda file-system.

e A programming environment based on J2ME for
e-business applications. The programming environment
provides framework for developing and deploying applica-
tions easily. The framework provides the following: per-
sistence for business objects, business logic commands,
event management for handling all kinds of events (in-
cluding failure events), a process engine, and a messaging
system to enable integration with external severs. The pro-
gramming model extended the traditional models by tak-
ing into consideration disconnection and synchronization
in every business process execution.

e An architecture for handling disconnected computing,
synchronization and transactions with business processes
on the client-side. The e-business components include
the following: catalogs, membership, shopping cart, or-
der management, promotions and contracts are provided
as a part of the framework to build e-business applica-
tions. The underlying middleware on the client handles
disconnection, synchronization and failure recovery inde-
pendent of the application context. The scheduling mech-
anisms enable the mobile device to automatically launch
incomplete business processes just after the disconnection
is cleared, and connection is active. This provides a certain
level of self-managing capability which is unique.
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Figure 1. Purchasing scenario.

e We propose a caching and synchronization model for
client data that is refreshed based on expected expiry and
costs of retrieval. Why is this new? Though substan-
tial work has been done in caching and synchronization
for web-based pages and objects in distributed systems,
not much work has been done to cache objects based on
the “semantics” of a business process and the applica-
tion context. The caching and synchronization is done in
the context of disconnection in order to keep the business
process transparent. The novelty of the caching model is
based upon state-machine approach, where the business
process state, business data are cached for providing trans-
parency during discussion. The mechanism design consid-
ers timestamps and freshness of the data to constantly up-
date the client data whenever the connections to the server
are established.

In section 2, we present some business scenarios.! In this
section we also present the design issues for client side data
and transactions. In section 3, we present the model of a con-
nected and disconnected process, and we present our mech-
anisms for handling disconnections, failures, and recovery.
In section 4, we discuss the various design criteria for mid-
dleware architecture on a variety of mobile clients. The ar-
chitecture includes a process engine that drives the business
processes on the client side. In section 5, we present a config-
uration for end-to-end mobile e-business via wireless (Wi-Fi)
networks and we study the performance of this configuration
for two e-business applications over two different wireless de-
vices.

! The scenarios are based on some customer requirements for their sales and
purchasing departments.

2. Business scenarios: purchasing

In this section, a business scenario is presented for mobile
e-business applications in retail and wholesale distribution.
In figure 1, a purchasing scenario is illustrated.

2.1. Scenario under connectivity

Consider a purchasing manager at a car dealership, check-
ing inventory of tires. The manager finds that the inven-
tory on tires from manufacturer X is low, and wishes to
place an order to a distributor of those tires. Assume that
the manager has registered the dealership at the distributor
website. The manager connects through a personal PDA
or PocketPC from the warehouse and retrieves part of the
distributor catalog on tires for price and availability infor-
mation. The PDA has a local catalog (or a local cache)
that keeps a copy of retrieved distributor catalog. The pur-
chasing manager browses the local catalog, adds items to a
shopping cart on the device database, and places an order.
If the device is connected, the order is sent away to the
distributor site server that processes orders placed by pur-
chasing agents. Once the orders are sent (reliably) the mo-
bile device waits for a confirmation that that the order will
be fulfilled partially or completely, and other information
such as delivery dates and location of shipment. The dis-
tributor organization could have a sales agent who manu-
ally browses through some orders before accepting them
(based on the some rules). The order response and final
confirmation is sent back to the buyer’s device via notifi-
cations. The order information is then sent to a delivery or
transportation company for final delivery to the buyer.
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2.2. Disconnection and failure scenarios with context

The above scenario assumes that that there are no resource
failures on the PDA, and network disconnection and network
failures. We now consider the same scenario with failures that
could occur during any stage of the purchasing process.

Consider the purchasing scenario as described above.
The purchasing manager views the local catalog that was
downloaded from the distributor website. The manager
places an order with multiple items to a distributor who
accepts orders on-line. Many failure events could occur
between the time that a part of the catalog was down-
loaded from the distributor website and the response from
the distributor website for the order placed by the purchas-
ing manager. Consider that the device was in connected
mode when the catalog on tire prices was being retrieved.
Consider now that during order submit phase of the busi-
ness process, disconnection occurs.

If the device is connected, the order is sent right away
to the remote distributor website for order fulfillment. The
mobile device then waits for an order response acknowl-
edgement from the distributor web site. The order con-
firmation may not come back immediately from the seller
because the sales agent on the sell-side could spend some
time processing the order and manually accept, partially
accept or reject the order. If there is network disconnec-
tion, the responses to the order from the distributor web
site can arrive asynchronously depending on when the con-
nectivity comes back fully. The device has to maintain
context information on which orders submitted and match
the responses that come back from the distributor.

2.2.1. Issues on client side for transactions

Using the above scenario, the following are some of the
core issues to consider when building content and transac-
tion based applications (e.g., purchasing) on the mobile client
device.

Disconnection could occur during any stage of the pur-
chasing process due to many reasons such as: network time-
out or network failure, low battery, local memory constraints
and other system failures. For example, the mobile device
could be disconnected from the network when retrieving cat-
alog entries from the server, or the device could be discon-
nected when trying to send a completed order form to the
distributor server. In addition, the communication network
could be slow enough to cause a time-out at the client side,
causing disconnection. Another reason for disconnection can
be the cost of access during peak hours (if using a modem
attached to the PDA). It is beneficial to be disconnected till
the network bandwidth and/or cost improve. Most network
providers advertise the cost of data transfer (data per byte) for
various time-periods during the day and month. This infor-
mation could be used to retrieve non-critical catalog data in
lower cost time-periods of the day.

The order confirmation for various orders and order-items
within an order could arrive as one message or could arrive
as a sequence of messages asynchronously from the sell-side
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server.> The application on the mobile device has to main-

tain local order context when an order confirmation has been
received from the server. The client device has to main-
tain session information with the server to have speedy and
smooth order transaction. For this the device has to main-
tain cookie information and server specific information on the
devices such as the authentication information of the mobile
user when connecting to the distributor web site.

Related work spans over multiple research fields from
workflows [1,4,8], transaction management [2,11], recov-
ery [10], and caching [9,17]. A new standards body on syn-
chronization is emerging from corporations who want inter-
operability in synchronization of data [3,13,16]. In this paper,
we focus on the problem and issues around transactions on the
clients such as creating and placing an order on the client and
submitting that order to a commerce server for fulfillment.

2.2.2. Issues of managing client data

The design of a mobile framework for e-business has to
also take into account the migration and storage of business
processes (in XML format) and application context data from
server to the client. From the perspective of the user, infor-
mation on the mobile device should be available, up-to-date,
and consistent with the server data. Obviously, there are chal-
lenges in the data management of a mobile device that have
not been addressed in more traditional systems. The follow-
ing is an overview of some of these challenges that we further
address in more detail:

e Transparency. Unless explicitly requested, provide the
user with as little knowledge about access to data and com-
munication between client and server. There are limita-
tions to what can and should be supported by the frame-
work. The system should:

% Allow users to explicitly request access to fresh, server
data.

* Open communication with the server, at minimal cost to
the user. This is an important aspect, because the user
may pay for the transfer of information with the remote
server.

% Take into consideration that any background process
may interfere with processes explicitly initiated by the
user. On one hand, background processed can obviously
use resources that the user needs. On another hand,
since these processed affect the same data that the user
may access, there are concurrency control problems that
have to be resolved.

e Efficiency. It is important that data cached on the client,
be as up to date as possible. An example is the high cost
of aborting distributed transactions, which can be avoided
or reduced by having access to updated data on the client.

e Synchronization. Synchronization refers not only to up-

dating local data, but also resolve update conflicts between
the local and remote versions of the same object.

2 The sales agent at the distributor e-business site might have to verify the
inventory levels before accepting or rejecting an order from the buyer.
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o Advanced transaction models. There is a conflict between
trying to reduce the number and size of messages between
client and server on one hand, and reduce the abort rate of
distributed transactions on the other hand.

2.2.3. Issues on server side

The server on the distributor web site handles external re-
quests from all kinds of clients (web-browsers, PDAs, Pocket-
PCs, wireless Laptops, other servers) as long as the user sub-
mitting the request is registered and is authentic. The server
has to maintain profile information of the type of device that
a user will use for placing orders. Based upon the type of de-
vice, the server could send the appropriate order confirmation
message in XML or other user-interface format (e.g., HTML)
depending on the preferences of the user and the capability
of the device. The server has to authenticate and manage the
session of disconnected clients, which could have established
one or more long-running sessions. Managing the client pro-
files and providing the right information in the format is one
of the core issues on the server side.

3. Approach and business process model

In this section we present an approach based on state-
machines to handling disconnection, failures and resource
constraints.

3.1. Configuration and assumptions

We consider a simple configuration of mobile devices con-
nected to the Internet and to a collection of pre-selected set
of commerce servers. Each device has capabilities to support
a local database systems (e.g., DB2e from IBM [6]), local
file system, messaging system, run-time support for program-
ming (e.g., Java based run-time) and administration applica-
tions. The following are the two main entities we consider in
our design of the overall architecture.

Mobile device. The mobile devices in this architecture have
capability to browse XML, HTML or WML and HDML
forms/data. The devices are connected to local wireless
LANS such as 802.11b or through mobile modems or via mo-
bile providers who support wireless gateways. The assump-
tions are that each user has one or more devices. Each device
supports an operating system (such as PALM or WinCE or
Linux) to enable rapid deployment of applications over the
local embedded database system, messaging system and run-
time environments.

E-commerce and content servers. The e-commerce and con-
tent servers are web-application servers, which support J2EE
based enterprise architecture. Requests sent to each server are
handled by servlets [12,13], which parse the device context,
and handle the incoming requests. Each server authenticates
mobile users based on their profile and other information. We
now proceed to define the process model for disconnection
processes on the client side of the configuration.
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3.2. Disconnected process state-machine

In this section we present our approach, which is a state-
machine models of a business process. In the figure below, a
process state-machine is shown which represents the business
process on the client side (on the mobile device). A similar (if
not the same) process description exists on the server side for
the order process. The original process without disconnection
consists of only 5 states (solid color) as shown in figure 2.

3.3. Client side state-machine

The client side the state-machine will be a subset of the
process state-machine of the server. When an order is first
created, it is in draft state (in the shopping cart), as shown in
figure 2(a), and then it moves from state to state depending
on the stage of the purchasing process. The following are the
possible states the application process for order can go into

(a)
Connected Disconnected
Process States States
F.C (failure
S .
(nodes FS
nodes
() JZ30
e (recovery S8
(edges) actions)
(b)

Figure 2. (a) order process state-machine and (b) general business process
with disconnected states.
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without considering the disconnection and other failure con-
ditions: (1) Draft; (2) Pending; (3) Prepared; (4) Complete;
(5) Cancelled.

The user of the mobile device could be processing one or
more orders when disconnected. The orders submitted from
the device could be in any of the five states. However, due
to network disconnection, timeouts and failures, additional
states represent the state of the order and the appropriate fail-
ure condition. The disconnected states are as follows: (1) Ver-
ifyCart; (2) VerifyComplete; (3) VerifyCancelled. When the
network is disconnected the order process moves to one of
these disconnected states. The state-machine which includes
the actual business process states and the disconnected states
while processing the order is shown in figures 2(a) and (b).
The process engine (discussed in detail in section 4) drives
the application from start to finish. From the time the user
add items to the shopping cart to the order confirmation, the
process engine executes the state-machine representation of
the order management process on the mobile client.

The user of the application on the mobile device is trans-
parent to whether the system is connected or disconnected.
The underlying run-time ensures that the application process
reaches the complete state once the connectivity is established
when failures are repaired. Once the system conditions get
back to normal, the process engine gets notified via an event.
The event causes the process engine to move the business
process from the “disconnected” state to the appropriate con-
nected business process state by running the recovery proce-
dures.

3.4. Server side state-machine

The server side processing of the state-machine is the follow-
ing. The order processing states are as follows: (1) Draft;
(2) Pending; (3) Prepared; (4) Complete; (5) Cancelled.
The business process design on the server side does not as-
sume a federated model of e-commerce or e-business, and the
processing of the order is done in a localized fashion. The
created order is in a draft state (shopping cart) before moving
to the pending state. The order object then moves from pend-
ing to complete once the order is accepted and completed by
a sales agent on the server.

3.5. Disconnected business process model

The model of a regular business process (either on the client
or the server) without the failure events and disconnection is a
directed graph representing a state-machine, where each node
as shown in figure 2 is a state of the process or an object (life-
cycle), and each link is an action that is performed by the
process when moving from state to state. Based upon the
outcome of the action, the state of the process moves to
the appropriate state as defined in the state-machine. Next we
model the business process with and without disconnection
and other failure conditions.
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3.5.1. Disconnected process mechanism

The original business process P is defined as follows: P =
{S, A, E,DT}. S is the set of states. Let G(V, N) be a di-
rected network graph of the state-machine, where V is the
set of nodes in the graph, and N is the set of links in the
graph. Each link corresponds to an action, defined in set A.
An action is taken when an event occurs, and E is the set of
events. An event could be a user input from the user-screen or
an external input (e.g., arrival of a message from the server).
DT is the data that the process accesses during its execution.
A process engine, described later in more detail, runs an in-
stance of a process as defined by the state-machine specifi-
cation. Each state-machine is defined a collection of nodes
and links, and is kept in a persistent state in the local database
(e.g., collection of tables and graph objects). The process in-
stance states are kept in a persistent local database as well.
The disconnected business process is defined in the following
fashion:

[ ] DPZ{SaAaEa F,FS,C, R’RA’DT}

F is the set of failure events, C is the cost vector on resources,
and R is the set of resources. FS is the set of disconnected
and failure states, where failure events cause the process to
move from one of the connected states to a failure state. The
process is described a state-machine that consists of two kinds
of nodes as shown in figure 2(b). Once in a failure state the
process can move to the original non-failure state by perform-
ing certain recovery actions periodically as defined by the ac-
tions in set RA. These actions could be checking if the net-
work connection is alive or if the corresponding system fail-
ure has been repaired. If it is, then the process can verify if
the previous action completed on the server side. RA is the
set of recovery procedures mapped to failure events. Similar
issues and methodologies have been considered in [1,2,4,8]
(e-business workflows for distributed transactions and mes-
saging).

3.5.2. Disconnection and recovery
Using the above formal definition of a disconnected business
process on the client, the process engine on the mobile de-
vice ensures that when a disconnection failure occurs due to
a time-out or a network failure, the engine moves the process
state to a disconnected state. Based on changing conditions,
the process engine wakes up and checks to see if there are
process instances that are in disconnected state (based on the
business process state) and attempts to activate the process
instances back to the original process states for final comple-
tion. The details of the recovery mechanism are in section 4.
The user of the mobile device can place multiple orders,
each at different times. For each order process instance, the
process engine checks to the see if the instance process state
has completed, if not it proceeds to run the instance process
towards completion. For example, a mobile user can create
an order with 100 items in the morning and submit the order
from the PDA, while this process is going through comple-
tion, a second order can be placed by the same user again for
another 50 items (different from the previous order). Now
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Figure 3. Transparency of local access and refresh from server.

there are two order process instances that have to be managed
by the runtime engine of the middleware. Similarly, a differ-
ent approach was done in [10,14,15], where more emphasis
on recovery protocols is described.

3.6. Transparency

In order to support a basic level of transparency (as discussed
in section 2), we adapted the process state-machine (figure 3)
to include local and remote access to data. Note that this is a
normal step, and can be used as a simple plug-in to the de-
scription of the process state-machine (figure 2), wherever
needed. If the user requests access to local data, by default
the request is satisfied primarily by the cached version of the
data.

The use of timestamps can allow for more efficient up-
dates. Timestamps and estimated expiration times (derived
usually from the observed frequency of update) can be used
not only for efficient synchronization, but also for trans-
parency. It can be seen in figure 3 that if the local copy expires
or is expected to expire, the local data will be refreshed before
returning the answer if there is a connection available to the
server.

A completely transparent system can be misleading to the
user. There are cases where the user’s feedback is essential for
good performance. Consider a case where the user formulates
transactions based on data that the system knows are expired.
Due to locking mechanisms that support serializable transac-
tions, the inconsistency is not visible to the user. We believe
that the user should be involved in a reasonable amount of the
decision making, such as the receipt of notifications when it is
advantageous to notify and make local rather than distributed
rollbacks. In some cases, the user can activate the system to
do the recovery process.

3.7. Efficiency

As we already discussed, it is important for the local cache to
be as up-to-date with respect to the server as possible. The
question is how to allow for most user requests to be satis-
fied locally, and reduce communication costs. Several pre-
fetching strategies have been proposed for caches, but most
of them work well under assumptions such as locality of ac-
cess, which may not be the case in mobile computing. For
example, when the e-commerce server is accessed by a large
number of clients, it cannot store its data such that all clients
can benefit from the principle of locality.
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Due to the high cost of aborting distributed transactions,
and the lower cost of batch updating, pre-fetching mecha-
nisms are essential. Update frequency information can be in-
corporated into these mechanisms to further reduce the cost of
communication. Due to transparency requirements, the local
cache (also called local DB) of the mobile client should be re-
freshed as a secondary process while explicit user operations
are in the foreground (figure 3). These two layers should not
interfere and maintain a consistent state of the local database
and efficient transaction execution. Main challenges are the
following:

e Find good refresh mechanisms that work for mobile de-
vices and involve almost no support from the server. For
this, we considered a new class of algorithms that fetch
data based on inferences from the process state-machine.

e Scheduling of background refresh processed so that their
actions do not have a significant negative impact on user
actions, and do not impose a high communication price.
Also, user requests should be given priority in a client to
server message queue.

e Ensure a consistent view of the data accessed by one user,
within one process.

3.8. Synchronization

Our system involves minimal support from the server. The
support of multiple users accessing one device, and multiple
devices accessed by one user, complicate the maintenance of
data and process states as part of profiles. Therefore, in our
design of a mobile e-commerce client, we assumed no repli-
cation of the local cache on the server.

3.9. Support for advanced transaction models

Traditional transaction models are not meant to support dis-
tributed actions involving mobile devices. By contrast to
computing devices that have persistent network connection,
mobile devices can be disconnected frequently and for long
periods of time. For implementing a transaction model, this
fact has several implications:

e A client cannot request the locking of data items on the
server. Since there are no guarantees when a mobile device
will re-connect to the server, it is hard to define reasonable
timeouts on locks over server data.

e Distributed transactions can have a very high abort cost.
When such a transaction is aborted, not only the local data
has to be refreshed and the transaction resubmitted, but,
due to disconnections, the mobile device may be notified
about the abort after a long period of time.

One possible solution is to break down distributed transac-
tions into sub-transactions, based on requirements of the busi-
ness process states. This would ensure that, if possible, part
of the transaction can be committed even if a sub-transaction
is aborted.
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4. Architecture

In this section, we present some of the design criteria for
developing a “light weight” client middleware for enabling
e-business and computing applications to run in all kinds of
potential modes of the device and the user.

4.1. Design criteria

There are many design criteria to consider when developing
and deploying and end-to-end solution for mobile commerce
on clients and servers. The clients could be PDAs, PocketPCs,
wireless laptops and other mobile devices. The criteria for
client-side middleware are as follows:

e Disconnection mechanisms. Handling disconnection, fail-
ures and resource constraints (such as low memory or low
battery or network bandwidth) and providing the applica-
tion user to access and perform business activities in seam-
less fashion.

e Synchronization mechanisms. Providing mechanisms to
synchronize local and remote data and processes for busi-
ness applications.

e Event management to handle all kinds of system failures,
network disconnections, low battery, resource limits and
others.

e Self-management. A process engine to drive the busi-
ness processes on the client side for various object in-
stances and process instances. For example, in the busi-
ness scenario in section 3, a process engine drives the
order process based on the defined state-machine. The
process engine is needed to handle recovery procedures
for each active business process when network connection
is back-up or a resource is back in operation.

o Authentication and session management. The client and
server should handle mobile sessions similar to regular
web-browsers for some applications. Session manage-
ment is done through cookies, which have to be set by
the servers in the responses, and conforming to the URL-
encoded schemes. The clients have to maintain session
information for interaction with the servers.

e Run-time system. A run-time environment to execute busi-
ness processes, handle business objects, handle failures,
and persistence is needed to run business applications.

o Member profiles. With mobile commerce evolving at a
rapid pace, some of the participants at the e-commerce site
(eMarketplace or sell-side server) will have more than one
device, and they would like to use more than one-device
to place-orders, and receive notifications.

4.2. Architecture on the client device

An architecture illustrating the device integration with the
server is shown in figure 3, where mobile devices are con-
nected via protocols such as Webservices [5,20] and others
to the supplier and distributor websites. Webservices in the
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Figure 4. State-machine and event management.

coming years are going to be crucial for intar-enterprise and
inter-enterprise integration. Our architecture is based on web-
service components such as UDDI, SOAP and WSDL [5,20]
for enablement of server-side services for mobile clients to
access. For the scope of this paper, we will not describe the
Webservices enabled on the server-side for catalog retrieval,
member authentication and order-placement. As of now Web-
services are still undergoing issues on security and authenti-
cation [5,20].

The figure shows three main components that form the
core of the framework.

Persistence and messaging. The first component is the data-
base system, which is a reduced functionality embedded
relational database system [6]. The second component is
the messaging component to handle in-bound and out-bound
messaging in a reliable fashion.

Run-time engine. The third, and the most important com-
ponent is the run-time of the e-business framework. This
run-time engine handles the following: (1) persistence of
business objects in the local embedded relational database;
(2) a process engine to handle all business processes, in-
teractions and all kinds of events (including failure events);
(3) a set of recovery mechanisms which are run “automati-
cally” to enable the application process state to move from
disconnected to connected states and final completion of the
process.

Self-management. The run-time engine through event man-
agement can handle all kinds of failure events as long as they
are captured and put in an event queue. In addition, the en-
gine can self-recover the processes that are in disconnected or
failure states by performing simple recovery procedures.

4.3. Client side engine for business processes

In figure 4, we illustrate the process engine, which is part
of the client side middleware that runs a business process to
completion. The core sub-components are an event mecha-
nism, a process engine, a queue for all kinds of events, an
instance factory for process instances.
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Every event is handled by the event manager, which is
managed by the process engine. The events are tagged with
the instance id or the process id to specific which event cor-
responds to which process instance. Every event executes a
business command or a recovery action (as described in fig-
ures 2(a) and (b)).

4.4. Programming environment

The programming environment (see figure 5) consists of
many core components that enable an application program-
mer to rapidly develop and deploy applications. The core
programming layers and components are the following:

e A user interface layer for enabling applications to handle
user input and corresponding actions for every user input
and action.

e Business objects such as products, member profile, shop-
ping cart, orders, session and others. A persistence frame-
work to enable persistence of business objects in an em-
bedded relational database such as DB2e [6].

e A collection of commerce (or e-business) commands
which run the business logic for local catalog reads and
writes, adding items to local shopping cart and placing
orders locally and submitting orders to the server. The
commerce commands are simple java objects with trans-
action capabilities to read and write to the local relational
database. Commands form an integral part of the business
logic for a process.

e A run-time engine to enable access to process instances
and process states, and an event manager to enable writing
to an event queue, and reading from an event queue.

5. Configurations and deployment performance studies

Each mobile device has a local database systems (DB2e from
IBM), a messaging component (MQe from IBM [6]), a Java
run-time engine (J9 JVM from IBM [6]), the J2ME frame-
work, and a collection of XML and User Interface libraries.
In the configuration, the mobile devices (PALM, WinCE and
Windows 2000 (laptops) based devices) are connected to the
Internet via wireless Ethernet cards enabled with 802.11b pro-
tocols. A base-station provides the link between the wireless
device and the wired LAN. In this configuration, a request
from a mobile client is sent directly via reliable messaging or
direct synchronous TCP/IP connections to a commerce server
(which is an IBM product WCBE [6] for e-business applica-
tions). The total footprint which inlcuded the client side mid-
dleware, embedded DB2, XML parsers and the purchasing
application was around 1.8 Mbytes, enough to run smoothly
on PDAs and PocketPCs.

5.1. Performance results

The following experiments were done to investigate the per-
formance of the application middleware, J2ME and the appli-
cation itself. The applications we studied were as follows:

e Catalog retrieve operation. A user of mobile device re-
trieves a part of the server catalog onto the mobile device
for browsing the prices and availability of product items.

e Order placement operation from the mobile device. The
user of the mobile device creates purchase orders on the
device. The orders once submitted by the user are sent
across to the commerce server for processing.
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Figure 6. Performance of order placement.

In figure 6, the total response time for placing an order is
around 50 seconds for a 2 item order, and 105 seconds for
a 10 item order. This is fairly reasonable when compared to
placing an order through a regular web-browser from a desk-
top machine. We noticed that most (80%) of the delay is on
the server side, and not much on the client side for smaller
number of order items in an order.

Once the order is placed or submitted by the users, the
following interactions occur automatically between the client
and the server: (1) the client first issues a login request to au-
thenticate the user; (2) the client sends the shopping cart to
the server for creating a draft copy of an order on the server;
(3) a prepare order is sent to the server for pre-completion
checks; (4) a complete order is sent for fulfillment and sends
back a confirmation to the client. In some cases the response
for order confirmation might arrive later due to a manual
process in the order acceptance.

The catalog retrieval operation took about 168 seconds de-
lay for getting 30 products from the server. Each interac-
tion involved authentication and other overheads. The per-
formance numbers are high due to server delays, network
delays and processing delays on the client. The breakdown
is as follows. The local delays are due to parsing of re-
sponses from the server. What we found is that local process-
ing delays are 10-20% of the overall delays, depending on
the size of the catalog or order placed. Network delays in
a wireless-LAN environment are very small. The server-
side processing delays occupy 70-80% of the total response-
times. The delays for every transaction are also due to au-
thentication round-trip messages between the client and the
server.

The J2ME framework is still undergoing changes, and this
will improve in the coming years. However, the interesting
result is the contrast between accessing the local catalog on
the client relational database and accessing the catalog on the
commerce server. The local access to the 30 product items
is just under 3 seconds and with faster clients (e.g., iPAQs),
this is sub-seconds. This demonstrates that running e-busi-
ness applications with such high performance local databases
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Figure 7. Comparison of retrieval performance between devices.

is beneficial. With the order placement showing considerable
performance, the user can perform purchasing activities in a
transparent fashion with a large catalog of items on the local
database.

5.2. Performance on multiple devices and operating systems

In this section, we compare the performance results for cata-
log retrieval and order placement on PDAs and Wireless Lap-
tops with the same software base, embedded database and
applications. The middleware is independent of the device
because of the underlying J2ME framework provides a good
level of transparency with well-defined APIs that hide the de-
vice specifics.

In figure 7, we compare the performance of the same pur-
chasing application and same middleware on the two devices.
A 100 catalog products are retrieved from a server by the ap-
plication running on the two devices. For the wireless lap-
top, the processing speed of the incoming XML file is much
faster, and this contributes to the difference in the response
time. For the Palm device (32 Mb, 32 Mips), the response
time for retrieval is 200 seconds for 100 products. With bet-
ter XML processing and webservices technology on the Palm
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client, the response time can be further reduced. In figure 7,
we show the catalog retrieval on a laptop (IBM ThinkPad),
which has 512 Mbytes of RAM, and the processor speed was
800 MHz. The catalog retrieval on a laptop takes sub-seconds
for 100 product items.

In figure 8, we compare the response time for order place-
ment from the devices to the server. The response time is the
roundtrip from the client to server for order placement (in-
cluding the order acknowledgement). The mobile user places
an order with a certain number of order items from the shop-
ping cart application on the client.

The response time for order placement from the device
to the server is higher for the Palm device (capabilities of
32 Mbytes and a processor speed of 32 Mips). The response
time increases almost linearly with the number of items in the
order that is placed by the mobile user on the Palm device. For
the Palm device the total response time for 100 order items is
118 seconds. For the wireless laptop, the response time is less
then a second. The difference is mainly due to the processing
speed of the devices.

In figure 9, we show the performance of catalog retrieval
on a laptop (with 512 Mbytes of memory and 800 Mips).
The retrieval of 200 items is about 0.1 seconds for local ac-
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cess, and about 2 seconds for 100 items from a remote server.
Wireless laptops are becoming as powerful as small servers,
and PocketPCs are reaching the capabilities of current lap-
tops. From a cost performance point of view, we illustrate
that the devices can provide excellent capability for business
transactions such as order placement for hundreds of order
items.

6. Summary and conclusion

In this paper, we presented disconnected business process
models and mechanisms for enabling transparent mobile e-
business applications with local access and synchronization
between the mobile client and server. We presented a de-
tailed architecture and a programming framework for end-to-
end mobile e-business applications. This architecture was de-
signed and implemented, and is currently undergoing trials
with various e-business applications. The performance num-
bers demonstrate that the users who wish to browse prices and
availability of hundreds of catalog entries can do so at leisure
while being mobile by doing most of the commerce transac-
tions on the client, and then placing an order to the server
when connected.

We also compared the performance of the middleware and
a purchasing application on devices with different capabili-
ties. We show that for retrieving hundreds of catalog items or
placing large orders from the client, the performance is very
reasonable on smaller devices such as PDAs and PocketPCs.
For wireless laptops, the response time performance, as ex-
pected, is excellent. With increasing device capabilities and
improved client side middleware and software frameworks,
mobile devices will increasingly become attractive for con-
sumers and businesses for daily business activities, and will
in the near future redefine the way computing is done by busi-
nesses and consumers.
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